RRRE

M8 : BIFHE. HFiRE. TR, HHR
REEH RERZHD




SEBIR -

EERRREZR, £FPHEFSEFNNER
8, BERtENTEZRFRRLAREARMER,
e, AATHSBEFTESH RAUALETEZNEEE
HEBBAMERATHRBERENEELREIERE
EMERAAIERER, =RABHRRMAHEZHE
BREANEMRMEEZEL, BIEEBEEFPHR
Bre&1T4,

=




—. RAER

A EERARACERMEBABLTEMNEMER

NEHELER L 2 FYERT . B RREhEaisn kiE

& ik, BRI

FEEEEN

A RERFR,

)

FTEH A EEFERE

ﬁ@ﬁﬁﬁﬁ,%%ﬁﬁﬁﬁﬁiﬁﬂﬁﬁuﬁ%§T




=. ERERER

MR EFH (WPA)
WPA ZEMEFMEE (Wi-Fi) MNEFERIEE . WPA., WPA2, WPA3
1 5 P 2 —{E 2

BHElI WPA2 h2 iR, EBEAHREI WPA3, EHA
. WPAS3 Bhhgfi#RE ) 5%
. AHEWI-FiR2EES BB AKE)
. R TRImERE]  (Forward Secrecy) HiffT [

"

nnnnn



HEREEEHR (WPA)

1L IRAEETFRAZWPA2, BRI T —LEEH
2. RREANE T EMBEEEE sIUEHRREZAWIEL
REBE—HBERAWIFI LT 2ERIRER
https://youtu.be/sdDy6bY 3UOM?si=vcEXytZgfug9Cst
o REEEEWPAILLT,



https://youtu.be/sdDy6bY3U0M?si=vcEXytZgfug9Cstn

WIF | B B

WIFIRER T &=1E
1. 5 FAZ S EE LA AR WIF B R O B RS (R U = DB AE)
2. AREZEEERMm, TREMRIE, RIEREEARE
3. RERHERERTE (flan . EFHEMIRATE HE DA )
(1) #E& X (BB FRE AT LUEEM) ‘H%\
(2) BAEZDNS Spoofing. MITM (HfE] A B EE)
) MBHREBRTFRMEREN LRANE




WIFI §£

R (B ABRE B0
SEITE L S EHESARTE.

A AE 2 GOOGLE & KL 2

MR, FMEHRERKREEERITRH
#Hs, CRAZY WIFI HACKING



https://www.instagram.com/reel/DCW_SOMNDuL/?igsh=MXA0eDhtdTlscDVvMA%3D%3D
https://www.instagram.com/reel/DCW_SOMNDuL/?igsh=MXA0eDhtdTlscDVvMA%3D%3D

Hih iR LRI RS

ERIAS  BEPFAERE (KE)

SRR E R RMAMMER L T®MARAE, g -
BARMRLGlEE:, ErIYI RS ENERERA, FHEWE
P EFER St R K AR HR .




PTAREREHAEFRIMTE?

AESRBERH 2T T REH A=)
HEFSAIP. EfE. FHE. COOKIES [enmmm

MY RINTEAOTYENIAON JUyNDES . GI4T_V.
SATWBOUYI - -26alBety

. BTFEIER. — e R
(AT E B BCOOKIESZ A fREIIESE) |

- YUY20 | 118,16 rms—) Found in C: /Users/yuy20/




CStealer iTeIegram Version)

B8 Team Name: Default
€ Worker ID: 0001

™ Name: yinin516

. Phone: +25696 <l

I E-Mail il ) mail.com
= r: = (1aivan )

&= OS: Windows 10 (10.0.22621)

® Messengers: 1
L Discord

T Files: 24
L exception_hierar]...].txt
L exception_hierar][...] txt

' L.

A Passwords: 98
L Google Chrome (Profile 1): 49
L Microsoft Edge (Default): 49

@ Cookies: 1215
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L Microsoft Edge (Default): 75
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& [WPA & FHHEIRN]

Wi-Fi Alliance — WPA3 Overview

== https://www.wi-fi.org/discover-wi-fi/security
BEREBLZEMZER (NICS) - EHFRBLTEARE

== https://www.nics.nat.gov.tw/

o WPA2 B§HI SR EA R AT RENE

e  Kaspersky — Can Routers Be Hacked?
Czhttps://www.kaspersky.com/resource-center/threats/can-
routers-be-hacked

e CISA —Home Router Security Tips
¢ https://www.cisa.gov/news-events/news/securing-home-
routers

& BR wWi-Fi EEHH

@ Cookies 2t FE ? BREREBMAIAEA?

Perimeter81 — Wi-Fi Security Risks
¢ https://www.perimeter81.com/blog/zero-tru
Haptic Networks — 8 Wi-Fi Security Threats&/
¢ https://www.haptic-networks.com/wifi/8-wifi-
CISA (ZHERR) -~ BHBHBRLER L\A
Cehttps://www.cisa.gov/news-events/news/securing-
Portnox — Wireless Network Security Risks &/
Cehttps://www.portnox.com/cybersecurity-101/wireles
risks

Cisco — What is Wi-Fi Security?
Cehttps://www.cisco.com/c/en/us/products/wireless/what-i
security.html

ArXiv.org — Wi-Fi Security Vulnerabilities
(= https://arxiv.org/abs/2412.15381

Cloudflare — What Are Cookies?
Czhttps://www.cloudflare.com/learning/privacy/what-ar
Mozilla MDN — HTTP Cookies Explained
Czhttps://developer.mozilla.org/en-US/docs/\Web/
OWASP — Session Hijacking via Cookies
Czhttps://owasp.org/www-eommunity/attac



https://www.wi-fi.org/discover-wi-fi/security
https://www.nics.nat.gov.tw/
https://www.kaspersky.com/resource-center/threats/can-routers-be-hacked
https://www.cisa.gov/news-events/news/securing-home-routers
https://www.perimeter81.com/blog/zero-trust/wifi-security-risks
https://www.haptic-networks.com/wifi/8-wifi-security-threats
https://www.cisa.gov/news-events/news/securing-wireless-networks
https://www.portnox.com/cybersecurity-101/wireless-network-security-risks
https://www.cisco.com/c/en/us/products/wireless/what-is-wi-fi-security.html
https://arxiv.org/abs/2412.15381
https://arxiv.org/abs/2412.15381
https://www.cloudflare.com/learning/privacy/what-are-cookies/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Cookies
https://owasp.org/www-community/attacks/Session_hijacking_attack




